IT Excellence Series

Nformation Security

Masterclass

Join Pakistan’s leading authority and established

Information Security Leader — Nahil Mahmood for a comprehensive Masterclass!
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Essentials of Information Security
Information Security for Managers
7 June, 2012, Pearl Continental Hotel, Lahore 8 June, 2012, Pearl Continental Hotel, Lahore
11 June 2012, Sheraton Hotel, Karachi 12 June 2012, Sheraton Hotel, Karachi
Top 5 Learning Outcomes: Top 5 Learning Outcomes:
1. Understand the key Information Security 1. Recognize the value of organization’s
fundamentals and concepts information assets and take strategic measures
2. Understand how and why organizations typically to secure them
fail to secure their assets 2. Understand, adapt and implement information
3. Develop a roadmap to enhance the Information security best-practices
Security posture of your organization 3. Protect the intellectual property (IP) and
| 4. Become a change-agent fostering tighter competitive advantage of the organization
| Information Security controls for your organization 4. Protect the organization against fraud, malicious
5. Adopt Information Security measures and earn threats, and subversion
recognition from senior management 5. Ensure business continuity

...0Only from Octara!!!
For Details & Registration: Tel: 021-34534261, 021-34536315, Fax: 021-34520708, E-mail: register@octara.com | www.octara.com
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Former Chief Information Security Officer (CISO), MCB Bank
Chapter Leader, Open Web Application Security Project (OWASP)
Chapter Leader, PISA (Pakistan Information Security Association)

CEO & Founder, Delta Tech
T -

Nahil Mahmood is an authority on Information Security and
an established Leader in Pakistan and the region. He holds
a Bachelor’s degree from the University of Texas at Austin
(USA) and has fifteen (15) years of experience in IT, telecoms,
banking, and Information Security.

Nahil has held coveted positions during his career including
Chief Information Security Officer (CISO) for one of the
largest commercial banks in Pakistan (MCB Bank) where he
was instrumental in initiating a number of successful
initiatives for Information Security and governance.

During his role as CISO at MCB Bank, he was the Project
Director for the Payment Card Industry — Data Security
Standard (PCI-DSS) Project and he was also a Member
Technical for the Pakistan Banking Association (PBA)
Technical Committee on PCI-DSS. Nahil also championed
the ISMS27001 project at MCB Bank, and during his time,
the first-ever database security project in Pakistan was
successfully installed at a financial institution in the country.

Nahil also put together one of the largest and most effective
Information Security teams and has been nominated for a
number of regional awards based on his significant
contribution to Information Security in the country.

Nahil has also held senior positions at IBM Pakistan, Wateen
Telecom, and WorldCALL Telecom Group. He is recognized
for playing a pioneering role for introduction of latest
broadband technology in the country while deploying multi-
million dollar, cutting-edge technology projects. He also
holds the coveted Cisco Certified Internetwork Expert (CCIE)
Certification which he secured after a lab exam in Dubai in
2008.

Nahil speaks regularly in
international information security
and cloud computing conferences.

Presentation at ISWEC 2012 conference
in Kuala Lumpur, Malaysia (Network Security)

Presentation at Cards and Payments
Asia 2012 Conference in Singapore (Digital
ID Authentication & Security Infrastructure)

Panel Discussion At Near Fields
Communication (NFC) World Asia 2012
Conference in Singapore (Authentication
Technologies For Secure Data Transfer)

Presentation at Cloud Computing World
Asia 2012 in Singapore (Cloud
Computing Performance)

Conference Chair at Communic Asia 2012
in Singapore on cloud computing (June 2012)

Scheduled to speak at GITEX, Dubai on
Information Security & Cloud Computing
(2012)

Presentations at Institute Of Chartered
Accountants Pakistan (ICAP) CFO Conferences
in Karachi and Islamabad (March and April
2012)

Nahil’s work has been featured in
leading publications including:

Teletimes International Magazine | NetMag
Magazine | Manager Today




Course I:

Essentials of
Information Security

7 June, 2012, Pearl Continental Hotel, Lahore
11 June 2012, Sheraton Hotel, Karachi

1 Course Overview:

As organizations around the world rapidly extend their e-
commerce and e-business to customers, employees,
investors, regulators and partners, the need to extend the
enterprise “securely” has become intense. In today’s
globally competitive environment, there is also now an
increasing demand for organizations to:

* Protect valuable information assets

Safeguard intellectual property and competitive
advantage

» Ward off information security threats and attacks
* Prevent electronic fraud

Join Pakistan’s leading authority and established
Information Security Leader — Nahil Mahmood for an
intense and action-packed coverage of “Information
Security Essentials.” This course, packed with videos,
demonstrations, team exercises, and role-plays is designed
to leave a lasting impact on the audience, converting them
into change agents who will champion the Information
Security programs for their departments and organization.

1 Course Contents:

* Understanding security threats
 Practicing safe computing

* Protecting and handling data

* Practicing safe remote and mobile computing
* Protecting physical security

» Social engineering

* Business continuity and disaster recovery

» Twenty (20) critical security controls

* Reporting IT security incidents

» Related standards and frameworks
* Policy, regulation, and compliance

Znlormation security Masterciass

These workshops are designed to educate the audience in an activity-based environment of the key Information
Security concepts, methodology, best-practices, tools, standards, and practical strategies to secure their
organizations’ information assets and enhance their overall organizational security posture:

Course ll:

Information Security
for Managers

8 June, 2012, Pearl Continental Hotel, Lahore
12 June 2012, Sheraton Hotel, Karachi

™ Course Overview:

In today’s globally competitive environment, achieving
regulatory compliance as well as protecting the
organization’s information assets have become critical
success factors. At the same time, there is a compelling
need to equip Managers to play a proactive and effective
role to implement Information Security best-practices for
their respective divisions and departments.

Through this highly interactive, activity-filled course,
Managers and team leads will be engaged in intense
training on the core competencies of Information Security
and practical strategies to rapidly enhance the security
posture of their organization. They will learn how to:

Secure the organization’s information assets
Implement information security best-practices
Ensure business continuity

Protect the intellectual property (IP) and competitive
advantage of the organization

Protect the organization against fraud,

malicious threats, and subversion

21" Course Contents:

* Risk management

* Policy management

» Organizing Information Security

e Asset protection

* Human resources security

» Physical and environmental security

* Communications and operations management

* Access control

* Information systems acquisition, development,
and maintenance

* Incident management

» Business continuity and disaster
recovery management

» Twenty (20) critical security controls

» Security testing and validation

* IT governance frameworks (ITIL, COBIT, ISMS,
PCI-DSS)
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Who Should Attend ?

Technical and IT Managers, Human Resource Managers, Compliance and Regulatory Affairs Managers, Call Center
and Customer Service Managers, Business Operations and Management Teams, Technical Operations and Engineering
Managers, Project Managers, IT Security Managers, IT Audit and Compliance Managers, Senior Management



Information Security Masterclass

Course I:

Essentials of Information Security

7 June, 2012, Pearl Continental Hotel, Lahore
11 June 2012, Sheraton Hotel, Karachi

Course - |
Essentials of Information Security

PKR 11,000 per participant

Course - I
Information Security for Managers

PKR 14,000 per participant

2 Days Package

PKR 20,000 rer participant

Note: Only one discount offer is applicable at any given time

Includes course material, Octara certificate, lunch,
refreshments & business networking

5 Easy Ways to Register

021-34534261
021-34520092

SW7Z Octara Private Limited
2< 2/E-37, Block-6,

P.E.C.H.S., Karachi.
021-34520708

register@octara.com 0 www.octara.com

Send your cheque in favor of
“OQctara Private Limited”

To: Muhammad Imran Anwer
Octara Private Limited, 2/E-37, Block-6, P.E.C.H.S., Karachi.
Tel : 021-34534261, 021-34536315, Cell : 0321-2670041

Octara Cancellation Policy

Our Cancellation Policy is activated as soon as the duly filled signed &
stamped Octara Registration Form is received from the client. Cancellations
made at least 10 working days prior to the course will be refunded in full. If
a booking is cancelled 10 to 7 working days before a course, a Cancellation
Fee of 25% of the course fee is payable. For cancellations made within 7
working days, no refunds can be given. Cancellations must be confirmed by
letter, fax or email. Substitutions may be made at any time. Notwithstanding
the above, delegates may transfer to another course to be run within 6
months. Variance in the course fee will be invoiced or adjusted accordingly.
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Course ll:

Information Security for Managers

8 June, 2012, Pearl Continental Hotel, Lahore
12 June 2012, Sheraton Hotel, Karachi

Bring
[nformation Security Masterclass

These workshops can be customized to suit specific
needs of your organization at significant savings.
Please contact Jason D’souza at jason.bosco@octara.com
or call at 0332-2422732 for more details

Octara’s Upcoming Programs*
INVEST TODAY!

Practical Pricing for Results

Omar Abedin
5-6June 2012, Karachi | 7-8 June 2012, Lahore

Using El to build Relationships
Graham Moore
13 June 2012, Karachi | 15 June 2012, Lahore

Effective Financial Presentations
Ali Saeed
14 June 2012, Lahore | 15 June 2012, Karachi

Six Sigma Service Excellence
Sahib Karim Khan
18 - 19 June 2012, Karachi | 20 - 21 June 2012, Lahore

Certificate in Procurement Management
Dr. Dermot Carey
18 & 19 June 2012, Karachi | 21 - 22 June 2012, Lahore

Business Ethics and Leadership Paradigm Change
Ramiz Allawala
20 June 2012, Lahore | 23 June 2012, Karachi

Successful Project Management using MS Project 2010

Nooruddin Surani
25 June 2012, Karachi | 26 June 2012, Lahore

From Ledgers to Leadership —
A Journey Through The Finance Function
Nadir Jamal and Ali Saeed
June 2012

*Qctara reserves the right to change courses,
dates, content or method of presentation.

tinyurl.com/octaratrainings
? twitter.com/teamoctara

Ui facebook.com/teamoctara
& youtube.com/octaratraining




